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P2P Local Mesh Communications Network for Developing Countries
Background 
The Problem

There have been many text message based initiatives in developing countries over the last few years to achieve health, agriculture, education and economic development goals. 
 
 
Most initiatives use bulk text messaging to broadcast information such as crop reports and health advisories to the general population. In countries where the infrastructure is under developed this can be the most effective way of communicating. Often this is one way communications (broadcast)  but where two way communications is provided the cost of the communications relative to local incomes is high and born by the individual and the cost and availability of staff to respond remain a challenge. More local support and a collaborative sharing of skills and resources locally is a more viable solution but the cost of using the existing telecommunication infrastructure remains an issue. Creating a local mesh network for peer to peer communications between individuals in small communities is a way of facilitating that communications while reducing the recurring costs. This infrastructure would also supplement the existing and more expensive cost of the existing telecommunications infrastructure which has a recurring cost of each message sent.
Special Considerations
Penetration Rates of Smartphone 

The solution requires that users have access to smartphones, phone that would allow third party applications to be loaded on the device. Feature phones that do not allow third party applications to be loaded have in the past been more common but the migration to smartphones in developing countries is occurring. An excerpt from a 2015 article predicted that  :

“Only 27% of cellphones sold in Africa and the Middle East in 2019 will be feature phones. The vast majority will be smartphones, according to new research from International Data Corp (IDC).

Regional smartphone shipments will total 155m units in 2015 after increasing by 66% year on year during the first quarter, according to the technology research and consulting firm’s Q1 2015 Mobile Phone Tracker report. During the quarter, 47% of cellphones sold during the first quarter in Africa were smartphones. Feature-phone sales on the continent slumped by 20% year on year, according to IDC.”  

The inflection point where smartphone sales would match or exceed feature phone sales was predicted to be in 2014. As shown below sales flattened and just as the inflection point was being reached in 2014.
[image: image1.png]W Feature phone share ® Smartphone share
100%

75

50

25

10 n




 Graph of percentage of feature phone sales versus smartphone sales in Africa by year 

A more recent article suggests that the predictions were wrong and that smartphone sales have recently declined primarily due to a slow down in the regional economies. 
 There are similar trends in other parts of the world in countries such as in Myanmar. 

The slow down is predicted to be temporary though as:

“The global smartphone market is shifting. Over the next few years, the vast majority of growth is expected to come from developing countries as the average selling price of devices continues to fall.” 

Smartphone ownership in developing countries continues to rise.   In 2015 54 % reported using the internet at least occasionally or owning a smartphone. 

“But smartphone ownership rates in emerging and developing nations are rising at an extraordinary rate, climbing from a median of 21% in 2013 to 37% in 2015” 

Lack of Sense of Ownership in Developing Countries

The lack of local ownership of community based project is a documented issue for projects in developing countries. 
 There are cultural differences (especially in traditionally nomadic cultures) about the ownership of infrastructure and resources that are hard to overcome as resources are considered transitory in nature and as a result the commitment to maintain the infrastructure is lacking. As a result any infrastructure needs to be self sustaining, be easily to deploy and require little to no maintenance to  keep running.
Not Only A Developing  World Problem

Though the previous discussion has been about developing countries, underserved communities surprisingly also exist in first world countries. The downtown Vancouver East Side for example is Canada’s poorest neighbourhood and home to many people on social assistance and many have  drug addiction issues. 
 The Vancouver Community Network,, a non-profit that provides free access to the internet for disadvantage community members, recently launched the Street Messaging System. 
 
“The Street Messaging System recognizes that locally more than 63% of street-involved youth and 30% of marginalized individuals over the age of 30 have a cellphone - this online tool was developed to freely send alerts about Shelter, Food, Health, Jobs/training and for emergencies. The SMS also enables organizationally-controlled group messaging functions which makes it possible to send the alerts and updates to an organization's current client lists, program participants, staff and professional networks.”  

The Technology Solution
Introduction
There are unique  cultural and economic issues that exist in developing countries and there is often a tendency to use first world solutions to address issues in developing countries that are not based in the reality of that actual exist locally in these countries. Rather that trying to solve national information infrastructure issues that require the investment of significant capital, this system tries to solve the need to communicate locally using a more modest investment in infrastructure.  It use well established communication protocols and lower cost, proven, off the shelf integrated micro-controller boards with WiFi and Bluetooth build in.   
Local Mesh Network Connectivity
The objective is to create a localized mesh of micro nodes that will create a Bluetooth enabled communications infrastructure in rural areas. The micro nodes in turn will be connected to each other through WiFi (30 metre range) and augmented by long range WiFi systems with directional antennae that can have a  range of several kilometres when necessary. 
 The bandwidth of the system is designed to support chat and messaging functions. It is not intended to provide access to the internet and the broader range of content there such as video and pictures. The system will allow locals to stay connected locally and will allow civic and other governmental service to push information to end users and where appropriate individuals can have two way conversations and exchange of information. WiFi and Bluetooth have the added advantage of not requiring specialized licenses as the systems operate in the consumer band in most countries. 
There have been a number of designs generated through the HackADay community that have implemented micro mesh networks: 
· a distributed wireless mesh network using 2.4GHz NRF24L01 transceiver modules and PIC32 microcontrollers  https://hackaday.com/tag/mesh-network/
· Pinoccio: Mesh All The (Internet Of) Things at http://hackaday.com/2014/07/15/pinoccio-mesh-all-the-internet-of-things/
· Mesh networking with multiple Raspberry Pi boards http://hackaday.com/2012/11/14/mesh-networking-with-multiple-raspberry-pi-boards/ 
The intention of the design is the use the lower cost and early generation Raspberry PI B boards and add long range Bluetooth dongles and USB WiFi peripherals with long range Yagi antennae. While the newer Raspberry PI 3 has a build in Bluetooth Low Energy implementation and a WiFi implementation. The built in antennas on the board has their limitations. Bluetooth low energy is designed for systems that sporadically wake and either transmit or receive limited burst of data. It is not designed to continually transmit data. The implementation also is not set up to transmit up to 30 meters due to the limited antennae design. Similarly the build in WiFi also has an antennae design that inhibits the range of transmission.
Long range Bluetooth dongles should allow the Bluetooth link to better achieve the theoretical 30 m range.  Similar USB driven WiFi units like the Alfa AWUS036H
allows the user swap out the omni-directional antennae for a more directional Yagi antennae with more sensitivity and range.
 Network Management
As mentioned in on the previous project to build a mesh network (•
a distributed wireless mesh network using 2.4GHz NRF24L01 transceiver modules and PIC32 microcontrollers  https://hackaday.com/tag/mesh-network/ )

“While it is very easy to simply place an nRF24 radio module onto each node and call it a day with direct node to node transmission, this type of network communication protocol ultimately does not satisfy all of our constraints and does not lend to an adaptive network. For example, using this type of transmission, we will always have one node directly communicating to another node. In this case, if there is heavy attenuation between two such nodes, no communication will ever be established. To overcome this, we decided to implement a mesh network topology for all communication.

The mesh network offers three main advantages:

    Multi-Node Path Communication

    Dynamic Route Discovery

    Dynamic Route Reconfiguration”

The architecture has the unique ability to dynamically route data between the nodes depending on which node is free and also to heal and re-allocate the routing if a single node or multiple nodes go down. This is a key important element in an environment where ownership of the infrastructure by the locals is not guaranteed.

Limitation of the Yagi Antennae
Yagi antennae are very directional in nature. They typical have a beam width (forward coverage age) for 50 to 70 degrees. 
 As a result you need multiple Yagi antennae to cover 360 degrees. If you space the Yagi antennae to closely together you get interference in the zones where the overlap. Similarly spacing them too far apart leave zones where the signal coverage is weak.

Yagi antennae as suffer from a degradation of their electrical characteristics (gain, feed point impedance, front to back ratios) as you move away from the frequency range the yagi in designed for. 

Fault Tolerance of the Wireless System
Given that the network intended for rural communities where access to skill technical support may be sporadic and many miles away the system must have built in fault tolerance capabilities.
“Long Distance WiFi  deployments shows that the network can malfunction in a number of ways ranging from complete failure of links (hardware board failure, corruption of the flash memory cards, lightening strikes), to performance degradation over time (from misalignment of antennas, signal attenuation from rain water clogging RF cables, interference from external sources).” 

If a single or multiple nodes in the mesh fail then the use of a multi-hop routing protocol can help the system discover the new topology and delivers the messages to the destination; if needed over multiple hops. 
 This avoids the need for the mesh network to be explicitly designed some a redundant network topology exists with more than one possible path between the wireless nodes.
Since all messages are text based and short in duration the system is intended to use positive acknowledge with re-transmission as it approach to error correction as opposed to more complex mechanism like forward error correction (FEC). 
This paper 
 also shows that long distance WiFi exhibits highly variable packet losses

but the positive acknowledgement with retransmissions based approaches would give us 0% loss but with highly variable delay. The high variable should is not an issue with short text message content. In comparison traditional text messaging or SMS also does not guarantee a short duration between the transmission and reception of the message. Network traffic even on high throughput commercial wireless systems can vary depending on the amount and type of data traffic. Text message data was originally designed to be sent in the network control packets when active network routing or management commands were not being sent. Text message data typical has a low priority on the network and has no guaranteed quality of service associated with it,
Given that the external data being transmitted to the micro mesh network is text and the bandwidth of the system is limited in regards to external data being injected into the network it is not possible to build in remote updating of the system firmware into the system
It is possible to remotely monitor and control the system through the nodes with SIM cards in the network. Text based commands and status reports can be routed through the SIM cards/.
Self Sustaining Power

The nodes in the mesh network are designed to be powered from solar cells and therefore be self sustaining. Power draw of a Raspberry PI with  HDMI off, LEDs off, onboard WiFi active is 250 mA. 

Solar cell will be used to power the system when the sun is out. Excess power will be stored in easy to source lead acid batteries.

Super capacitors were also considered.  
 

“Super capacitors store electrons in a capacitive field with very high efficiency, high rate charge and discharge cycles (interchangeably called an ultra capacitor or an EDLC – electrochemical double layer capacitor). Electrons are stored in a capacitance field and discharged on demand, making for a fast, rechargeable device that can store and deliver peak power pulses with very high cycle life (millions of cycles).”
“This hybrid cell stores energy in both Faradaic and capacitive modes, making for a higher energy density closer to lead acid battery energy densities, with very fast recharge, like a capacitor. It is much safer than a lithium battery. “

“ Super Capacitors are a lead battery replacement – 3X to 5X longer cycle life, 30% greater energy density and higher efficiency in energy storage cycling (95% compared to 65%)”
While  the characteristic of high cycle life and quick charge time are attractive the lack of availability in developing countries at a reasonable price excluded them from the design consideration.
Peer to Peer Messaging Application

Peer to Peer Message between individuals and local civic leaders can be facilitated by existing peer to peer messaging applications such a Firechat.
 “FireChat creates a mesh network using Bluetooth and peer-to-peer WiFi. FireChat transmits messages and pictures offline between devices that are located within 200 feet of one another.  
Thanks to FireChat’s innovative multi-hop and store-and-forward capabilities, FireChat users form a network that increases in size with the number of devices. It allows messages to hop from one device to the next in order to reach the recipient(s). This is why the more people use FireChat, the better and the larger the network becomes (unlike with cellular networks). 

On the mesh network, messages are transmitted seamlessly from one device to the next in order to reach the recipient(s). When an Internet connection or cellular network is available, FireChat uses them to reach remote recipients. 

Public messages are visible by anyone. Private messages are encrypted and can only be seen and read by the sender and the recipient.” 

The advantage of this specific App is that system can also use the handset themselves through their Bluetooth transceivers  to extend the reach of the network. 
Centralized Server for Community Announcements

National and wider regional community messages can still be sent through the broadcast text messages. Costs can be reduced to sending the public announcement message to a one of the nodes or a series of redundant nodes in the network which are equipped with a SIM card. That node can then forward the messages to each of the individual users through the regional mesh network. Though broadcast text message can be cheap on a relative basis there is still a per message charge. Incremental cost saving can be passed on to send more frequent but still critical community messages. 
Conclusion
It is possible to build a localized micro mesh network that can meet the reliability, sustainability and throughput required in developing countries to provide text based communication of information and messages through a peer to peer messaging implementation. Careful selection of components, proper construction of housings and implementation of robust network management protocol can make this type of network a viable option.
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